NMAI Group Reservation System (EBMS) Privacy Impact Assessment 

I. System Identification

1. IT System Name:  EBMS for Group Reservations (Event Business Management System) Unique Project Identifier: 452-00-01-02-01-1002-00-106-017
2. IT System Sponsor: Rick West
3. System Sponsor Unit: Education Office, NMAI/Mall-DC
4. IT System Manager: Beverly Lamberson
5. PIA Author: Beverly Lamberson
6. SI Unit Director or Designee:  Doug Evelyn
7. Date: 
September 8, 2005
Brief (one paragraph) description of the system:
The EBMS Group Reservations system collects and maintains contact information on groups and organizations such as schools, senior centers, tour groups, etc. that make reservations to visit the museum.  The NMAI/Mall-DC uses this information to schedule museum visits and tours and to reserve cultural interpreters for the visits.
II. Privacy Assessment

1. What information is being (or will be) collected. 
· Data elements of a personal nature that are collected and stored in EBMS are the name, gender when known, phone and fax number(s), and email address(e)s of the point of contact (e.g., teacher, chaperone, tour guide or other person) who is making arrangements for the group to visit the museum.  The name, address, phone and fax number(s) of the visiting group (school, business, organization, association, etc.) and when applicable, of the arranging third party (an individual, tour company, etc.), are also collected and recorded.   When offered by the point of contact for use for follow-up mailings, the personal address of the point of contact is recorded.  

· The information is provided by the point of contact in the course of their calling, emailing, writing and/or faxing the museum to make a reservation.  Information that is unclear and/or incomplete may be verified and corrected by using publicly available documents and resources. For example, if a fax is received and the street address of the school is illegible or missing a zip code, an Internet search may be done to secure and correct the missing information.  
· Metropolitan school addresses and phone numbers are preloaded into the database and gathered from the most recently published and publicly available documents.  
· Additional data elements that may be provided by the point of contact and subsequently used in conjunction with other data elements may include school grades, whether anyone in the group needs special accommodations or considerations (e.g., wheel chairs, language interpreters.)  Publicly available resources may be used to obtain certain geographical data including county and congressional district which may also be recorded in EBMS.
2. Why the information is being collected
· The collection of this information is needed so that the museum can schedule group visits, guided tours and other events at the museum.  It is also collected so that museum staff can take steps to ensure the best possible environment for the visit by appropriately accommodating the group, involving the correct NMAI staff in the group’s visit and notifying museum security. 
3. The intended use of the information
· Confirmation letters generated from the system are sent to the contact individual(s) at the organization (business) or other address provided by the point of contact.  If the museum needs to communicate with the point of contact about the reservation (e.g., to notify of possible cancellation due to unforeseen events or to provide additional information relevant to the group’s visit), museum staff will call, email  and/or fax the contact person(s) using the phone and fax number(s) and/or email address(es) that were provided.
· The information may be used for museum mailings about upcoming programs and events and to contact visitors to get feedback about aspects of their museum experience.  (E.g., Education Office may send teachers a post-visit survey about the museum’s Pre-Visit Guide.) 
· The information is used in the form of collective statistics to meet NMAI and SI management reporting requirements. 
4. With whom the information will be shared. 
· Direct access to the database is limited to properly authorized and trained NMAI personnel who enter and/or retrieve the data and maintain the application.  The Education office is the ‘owner’ of the system; as such, the manager of the education office determines who shall become an authorized user. Each authorized user of the system has a username and password. Hardcopy schedules may be printed for certain museum personnel (e.g., those who work as cultural interpreters or otherwise have a need to know, security officers, etc.). The system does not interface with any other automated system.  
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  
· The information is collected when the person calls the museum to make a reservation for a museum visit, tour or event.  The consequences for not providing the data prior to arrival would be that the group may not be able to receive a guided tour with a cultural interpreter and may not be able to enter the museum.  Parties of 10 or more that arrive unannounced may be denied entry depending on the capacity of the museum at the time.   Questions and corrections may be sent to the Education Office, National Museum of the American Indian, 4th and Independence Avenue SW, Washington, DC 20560, or by calling 202.633.1000. 
6. How the information will be secured. 
· The EBMS Group Reservations system is a local application that operates within the Smithsonian’s internal network.  The SI Network is secured by the Smithsonian firewall and other institutional security technical controls which prevent access to database from outside the network. A valid username and password is required to access the system.   
·  All privacy-related information stored is retained in perpetuity unless circumstances require that individual records be deleted. All backups are retained for a limited time period and kept off-site in a secure facility with limited, controlled access
· The server’s System, Application and Security  logs are reviewed at least every 7 days by 2 different staff to check for anomalies such as hacking attempts.   Virus protection and system security patches are kept current. 
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