NMAI Raiser’s Edge Privacy Impact Assessment 

I. System Identification

1. IT System Name: The Raiser’s Edge (RE)
2. IT System Sponsor: Rick West
3. System Sponsor Unit: Office of External Affairs
4. IT System Manager:  Beverly Lamberson
5. PIA Author: Beverly Lamberson
6. SI Unit Director or Designee:  Tim Johnson 
7. Date: 
December 12, 2006
Brief (one paragraph) description of the system:
The Raiser’s Edge (RE) system is the main contact and gift management application used to record information about NMAI’s donors, prospects and other contacts key to NMAI’s fundraising efforts.  
II. Privacy Assessment

1. What information is being (or will be) collected. 
· Data elements of a personal nature that are collected and stored in RE for individuals may include their name (including nicknames and aliases), gender, marital status, birth date, age, address(es), phone and fax number(s), email address(es), employer, educational history (school, matriculation years, area of study and degrees), and their relationships to other organizations and individuals (for whom similar information may be collected and recorded.) 

· While it is possible to store social security and credit card numbers in Raiser’s Edge, NMAI does not and has no plans for doing so in the future.  The majority of the information is supplied either by the constituents themselves or someone connected to them.  Occasionally information from publicly available documents and resources including information obtained via the Internet may be collected and stored.  
· Once or twice a year, the services of licensed USPS Limited Service Providers may be used to obtain current addresses for existing constituents who have moved and/or to obtain their birth date/age, county and/or congressional district information.  This information may then be used to update current constituent information in the RE system.
· Information relative to gifts may be collected and recorded for those constituents that are NMAI donors as well as those being cultivated for future gifts (prospects.)  
2. Why the information is being collected. 

· With reduced and often more restricted federal dollars coming in, the very nature of any non-profit such as NMAI requires that it seek and receive funding from other sources.  RE is the mission-critical tool and repository of information that supports NMAI’s fund raising and audience development efforts. 
· New initiatives are underway to secure more money and build a larger audience of potential visitors and donors. Increasing funding sources, revenue streams, and total dollar amounts is vital to NMAI's success in sustaining a highly visited museum.
· The personal privacy-related data collected and stored is both relevant and necessary as it is needed so that NMAI can effectively and accurately communicate with its constituents about NMAI events, programs, activities, membership drives and funding opportunities.  It is also needed for the effective and accurate management and reporting of gifts and grants, as well for the stewardship of the donors who dollars were critical to the building of the Museum and vital to sustaining it.
3. The intended use of the information.  

· Information in the RE database is used for constituent communications including mailings about the Museum’s programs, events and activities, and funding opportunities. 
· It is used to produce financial-related reports, for donor cultivation and tracking, list management, and managing guest lists for various museum events.
· Information is retrieved by displaying individual and/or groups or records, running  queries, labels, lists and reports within RE and/or exporting it out of RE for simple Word and Excel mail merges, etc.
4. With whom the information will be shared. 

· Direct access to the Raiser’s Edge database is limited to properly authorized and trained NMAI personnel who enter and/or retrieve data and maintain the application.  Each authorized user of the system has a username and password.  The authorized users consist of certain of NMAI’s External Affairs staff at its Washington DC and New York museums and certain of NMAI’s Information Technology staff.  The RE software client must be installed on a desktop for one to have access to the application.  Within the application, access can be further controlled and restricted, and is tied to the individual users account.  User access and rights are determined on a case-by-case basis by the IT and Development system administrators based on the specific information and data entry/access needs of a particular user. New users must receive training and sign an acceptable use/confidentiality agreement before they can begin using the system. 
The system does not interface with any other systems. It is used to generate donor acknowledgement letters as required by the IRS.

5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared. 
· Most of the information is received from the constituent via a gift, a request for information, membership with the Museum, or referral.   The degree of information provided is optional and can range from “anonymous” to complete contact information.   The constituents may also contact the museum to request address changes, that they be removal or added to lists, that they are not to be called, etc.  The contact address is:  National Museum of the American Indian, ATTN: Development Office, 5th Floor, MRC 590, PO Box 37012, Washington, DC 20013-7012.
6. How the information will be secured. 
· The Raiser’s Edge system is a local application that operates within the Smithsonian’s internal network.  The SI Network is secured by the Smithsonian firewall and other institutional security technical controls which prevent access to database from outside the network. 
The server is housed in a secure computer room; access to the room and to the server is limited to authorized personnel.  Operating system updates and security patches are automatically applied to the server and to user workstations as they become available through a process management by the central SI server management group.
The system has anti-virus protection that is updated automatically as new updates become available. System logs are reviewed on a regular basis to check for unusual activity.

The database is backed up nightly to a Smithsonian server housed within a secure physical environment managed and controlled by Smithsonian personnel. All backups are retained for a limited time and kept off-site in a secure facility with limited, controlled access.

A valid username and password is required to access the system.  New RE users must receive basic training and sign a “Raiser’s Edge Responsible Use and Confidentiality Agreement” before they allowed to access the Raiser’s Edge system.  
User names and passwords are required to enter the system.  There are various levels of security such that users may only have access to certain portions of the system and/or certain types of records.    
Printed reports are seen only by authorized Development and management staff and are kept in locked files.  Reports are shredded when they are no longer needed.
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