
NMAI Native Networks Privacy Impact Assessment 

I. System Identification

1. IT System Name: Native Networks/Redes Indigenas Website contact us/contactenos database
2. IT System Sponsor: Rick West
3. System Sponsor Unit: NMAI Film and Video Center
4. IT System Manager: Wendy Allen
5. PIA Author: Wendy Allen
6. SI Unit Director or Designee: Doug Evelyn
7. Date: May 25, 2005
Brief (one paragraph) description of the system:
NMAI’s website, Native Networks, contains 2 web forms which, on a strictly volunteer basis, individuals can use to: 1.) Request to receive electronic announcements about film events; 2.) submit inquiries on various media topics; 3.) make reservations for museum film related programs.  
II. Privacy Assessment

1. What information is being (or will be) collected. 
Name, email address, state/province in which they reside, country in which they reside, is gathered directly from the individual via a Web form. 
2. Why the information is being collected. 
Statistical data are collected to report on website usage and audience demographics, email address and name are used to respond to specific inquiries from individuals and to personalize those responses, email addresses for those individuals wishing to receive email announcements of upcoming film events at the GGHC.   The web form is available in both English and Spanish.  Depending on the form used the person’s preferred language of communication is inferred and responses to inquires are provided in either English or Spanish as appropriate.  Infrequently, persons are encouraged to reserve spaces for a particular event such as a film screening.  The reservation list is then used to control entry to the event. 
3. The intended use of the information.  
Where the individual has specified that they want to be contacted through email about Film and Video Center (FVC) programs, they may be included in an email distribution list for notification about a FVC program.  Individual questions received through email are directed to appropriate staff for a personalized response.  
4. With whom the information will be shared
Information is shared with NMAI Film and Video staff through PDF files.   
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  
Personal privacy-related data is collected via on-line forms from individuals who voluntarily provide this information in order to submit an inquiry to the Film and Video Center staff or to request to receive email about upcoming Film and Video Center programs.  The form includes the following statement: “Contact information is for internal use only and will not be distributed outside of the National Museum of the American Indian.”  Next to the Email field is the statement “Please note: If this is not filled in correctly, we will not be able to reply to your inquiry.”  This is required since email is the museum’s only means of response to the inquiries submitted.  Persons may contact the Webmaster, Film and Video Center, National Museum of the American Indian, One Bowling Green, New York, NY 10001-1415.
6. How the information will be secured. 
The Native Networks database is protected from unauthorized access and/or disclosure, and from unauthorized alteration or modification.  Users are required to authenticate their identity through the entry of a user ID and password.  The system allows access only to authorized users based on the user profiles.  Access is revoked promptly when a person leaves or changes jobs.  

The Native Networks database operates within the Smithsonian’s internal network and is behind the Smithsonian firewall which does not allow access from the Internet.   The file is located on a server which is physically protected in a secure computer room with access limited to authorized personnel.  Backup, virus protection and system security are performed by the Office of the Chief Information Officer,

Retention of data depends on the nature of the constituent relationship. Backup tapes are retained according to Smithsonian policy.    
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