Privacy Impact Assessment (PIA)
For the 

Contractors and Inactive Volunteers Log 

I. System Identification

1. IT System Name: Log - Contractors & Inactive Volunteers 
2. IT System Sponsor: Allison Wickens, Director of Education, National Postal Museum
3. System Sponsor Unit: NPM 

4. IT System Manager:  Allison Wickens 
5. PIA Author:  Allison Wickens 

6. SI Unit Director or Designee: Allen Kane 

7. Date: 6/9/2008
8. Brief (one paragraph) description of the system
This excel Spreadsheet contains a record of the former volunteers who have worked for the education department since its opening in 1993.  This list of volunteers includes (on separate sheets) docents, interns, public program assistants, and behind the scenes volunteers.  There is also a sheet that lists the current and inactive part-time employees (formerly noted as contractors) for the education department who interfaced with the public.  

I. Privacy Assessment

1. What information is being (or will be) collected
For each group of individuals the information collected and stored is different.  For the inactive interns we retain their names, start and end dates, their supervisor and project description, their school affiliation, major, and level (at the time of internship), any additional notes, and their last known contact information.  For former docents, behind the scenes volunteers, and public program assistants we retain their names, start and end dates, and any notes on their reason for leaving/termination.  For contractors who interfaced with the public, we keep their names, dates of service, activity status, and project title.

This information is collected from the individuals themselves.  The accuracy of the information in the system is depending on the applicant at the time of their association with the museum, except for limited editing done at the time of entry.  Some information is updated, but this is an option for the individual if they chose to keep the institution current with their contact information (interns and contractors only).  
2. Why the information is being collected. 

The NPM Education Department simultaneously manages dozens of Docents, Student Tour Docents, Public Program Assistants, Behind-the-scenes Volunteer, & contractors in many different capacities. A database is required for the operations of the department and to organize this information.  

Educational history information, dates of service and reasons for ending the association with the museum must be kept on file for future references and to demonstrate proof of service.  
3. The intended use of the information.
The education department needs to keep a record of who worked for us and in what capacity to archive the accomplishments of our unpaid staff.  Retaining their information allows us to 1. Show contributions of their work to the accomplishments of the education department and 2. Confirm work completed for future government background checks and letters of reference.  Viewing the data on screen in Excel format is the intended method of accessing the data.  
4. With whom the information will be shared. 
This information is shared with members of the current NPM Education Department staff only.  The file resides on a server and access is controlled by the server administrator granting rights to access the folder.  
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  

This personal information is collected on the volunteer application form and sign-in form.  Intern information is collected from the application package.  All the information must be provided in order for an application to be considered.  The start and end dates are recorded through department observation.  None of the information is optional. If someone has a correction to make to the data they can contact the NPM Education Department at 2 Massachusetts Ave, NE/PO Box 37012-MRC 570/Washington, DC 20013-7012.  
6. How the information will be secured 

This system is stored on a server that is behind the SI firewall.  The servers are physically protected in a secure computer room, where access is limited to authorized personnel.  Printed reports are kept behind locked doors and are shredded when no longer needed.
