Privacy Impact Assessment (PIA)
I. System Identification

1. IT System Name:  Imax Ticketing System 

2. IT System Sponsor:  Toby Mensforth

3. System Sponsor Unit: Smithsonian Enterprises
4. IT System Manager: Grace Clark
5. PIA Author: Wil Bernard

6. SI Unit Director or Designee: Paul Flickinger
7. Date: 7-14-08
8. Brief Description of System

Ticketing POS system supporting the sales and operations of SBV Retail: Theaters, Concession, Integrated Marketing and Group sales, and contracted Vendors.

II. Privacy Assessment

1. What information is being (or will be) collected. 

The system collects Name, Address, Phone Number, and Credit Card Information (Includes Cardholder Name, Card Number, and Expiration Date.) Sources include from subject via Phone, web (Third party source Tickets.com), or in person.
2. Why the information is being collected. 

The information is collected to process and store advanced, and in-person sale information.  Advance sale, (Phone and Web) requires Name, Billing address and Credit Card Information given verbally or entered onto secure web purchase site to comply with credit card merchant agreement and process payment.  In person sale requires information contained by swiping credit card as required by Credit card Merchant agreement. An “In person” sale requests Postcode entry for all sales.  This information is voluntary and not connected to any other identifying information.
3. The intended use of the information.  Information is for the fulfillment of advanced and in person sales and/or refunds. Retrieval mechanism includes internal system direct access, printed reports, and custom system queries (Data base file format).
4. With whom the information will be shared. 

System Users, Categories are defined in the system with information and function access restrictions.
Cashiers: Most restricted “view only”, (Name, Address, Phone Number). Necessary to Look up and print pre-reserved purchases, no access to Credit Card information.
Supervisors/Managers/Reservationists: Read/Write/Change access to personal information.  Allows for modification of stored information to suit needs/requests of subject in order to accurately process and fulfill purchase or refund.
System Administrators: Full unrestricted access for creation, modification, reporting, and system maintenance. 
Interfaces:

ProtoBase®, Integrated Third party Credit Card Authorization Software

Formats and encrypts Credit Card information to comply with communication protocol in order to obtain and verify purchase authorization through Chase Merchant Services.

5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  Personal information required for advance purchase includes Name, Billing Address, and Payment Card information. Phone number is optional, taken only as a safeguard in case of show cancellation or schedule change directly affecting the subjects purchase.  Information is shared as described above solely for the purpose of order fulfillment, cancellation/refund.
6. How the information will be secured. Information is secured within ProVenueMax® and ProtoBase® in accordance with required encryption guidelines as set forth by our Credit Card Merchant agreements.
