
Film and Video Center Database PIA
I. System Identification

1. IT System Name: Film and Video Center (FVC) Database
2. IT System Sponsor: Elizabeth Weatherford
3. System Sponsor Unit: NMAI Film and Video Center
4. IT System Manager: Erin Weinman.  Contract support from Informated Software Solutions (David Chang, President)
5. PIA Author: Erin Weinman
6. SI Unit Director or Designee: Jane Sledge, Associate Director for Museum Assets and Operations.   Tim Johnson, Associate Director for Museum Programs. 
7. Date: July 10, 2008
Brief (one paragraph) description of the system:
8. Operational system supporting the ongoing needs of the FVC staff by storing information about moving image productions, moving image contacts, and related program planning.   
II. Privacy Assessment

1. What information is being (or will be) collected. 
For both organizations and individuals, this database contains first name, last name, also known as, address (street, city, state, postal code), phone number, fax, email address, short bio, nationality, tribal information of media makers and speakers in the Film and Video Center’s public programs. Data is gathered from the individual contact and maintained by the FVC staff.  
2. Why the information is being collected. 
Information is primarily kept as a record of who contributed materials to the FVC collection and of who produces what in the world of moving images.
3. The intended use of the information.  
a) This is a web-based, relational system, so the contributor records are linked to information (e.g, title, language, etc.) about the related production.   The information may be used to contact the individual or organization to confirm production information or invite them to participate in an NMAI sponsored event.  
b) Where the individual has specified that they want to be contacted through email about Film and Video Center (FVC) programs, they may be included in an email distribution list for notification about a FVC program.  
c) Information may also be used to contact the individual or organization regarding hotel and travel arrangements for events. 
4. With whom the information will be shared
Information is shared with NMAI Film and Video staff via the database. 
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  
Personal privacy-related data is collected via on-line forms from individuals who voluntarily provide this information in order to:
 - submit an inquiry to the Film and Video Center staff
 - request to receive email(s) about upcoming Film and Video Center programs
- submit materials for a film festival or screening event

The online form includes the standard, legally approved SI statement regarding the collection of data.
6. How the information will be secured. 
The database is protected from unauthorized access and/or disclosure, and from unauthorized alteration or modification.  Users are required to authenticate their identity through the entry of a user ID and password (using LDAP).  The system allows access only to authorized users based on the user profiles.  Access is promptly revoked when a person leaves or changes jobs.  

The database operates within the Smithsonian’s internal network and is behind the Smithsonian firewall which does not allow access from the Internet.   The system is located on a server which is physically protected in a secure computer room with access limited to authorized personnel.  Backup, virus protection and system security are performed by the IT staff.  Retention of data depends on the nature of the constituent relationship. Backup tapes are retained according to Smithsonian policy.  
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