Privacy Impact Assessment (PIA) 

For the

Ford Education Center Kiosks
I. System Identification

1. IT System Name: Ford Education Center Kiosks 
2. IT System Sponsor: Allen Kane 

3. System Sponsor Unit: NPM 

4. IT System Manager:  Allison Wickens 
5. PIA Author: Allison Wickens 

6. SI Unit Director or Designee: Allen Kane 

7. Date: 6/23/05

8. Brief (one paragraph) description of the system:

The Ford Education Center allows visitors to create virtual stamp collections and e-mail the information to their home e-mail address. 
II. Privacy Assessment

1. What information is being (or will be) collected. 
The activity “Make your own collection” asks visitors to enter an e-mail address.  These addresses are collected by SI. 
2. Why the information is being collected..

The interface allows the visitor to browse and select virtual representations of the Postal Museum’s collections from the database.  E-mail addresses are collected so that the visitor’s museum experience can extend beyond their visit.  
3. The intended use of the information.  

The e-mail address, if entered, is used to send the visitor-selected images and information to their account.  The e-mail is sent through an automatic feature in the software design using a groupwise account set-up solely for this function.  The sent file is immediately deleted upon mailing.  The software was also designed to produce an Excel or Word document that list the data collected, but these have never been printed or distributed. 
4. With whom the information will be shared.

The information is accessible to the NPM Education Specialist and to the contractor who designed the software.  Because all use of the e-mail addresses happens automatically, through Groupwise, there is no regularly scheduled observation or account of the information collected.  Once a year a tally (numbers only) of e-mails sent is collected and reported.
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.

There are no notices.  Consent is implied because the visitor’s decision to enter their e-mail address is optional.  
6. How the information will be secured. 

The interface has been put on a separate VLAN by OCIO.  An access control list (ACL) was added to send traffic from there out to the internet only so that there is no way to get inside the SI network from a kiosk. No back ups are made of the personal data. The groupwise account that e-mails the information to the visitor immediately deletes the e-mail from its sent file. The collected e-mail account information will be deleted biennially.
