Privacy Impact Assessment (PIA)
I. System Identification

1. IT System Name: 
Friends of the National Zoo donation forms hosted Democracy in Action (DIA)


2. IT System Sponsor: 
Rob Madill
3. System Sponsor Unit: 
FONZ Communications
4. IT System Manager: 
Paul Shoop
5. PIA Author: 
Carlos Garza
6. SI Unit Director or Designee: 
John Berry
7. Date:
July 14, 2008 

8. Brief (one paragraph) description of the system:
The Friends of the National Zoo maintains a number of donation forms for various zoo programs. The forms are hosted by a third-party vender, Democracy in Action (DIA). Currently, there are a total of 20 forms hosted on DIA servers to handle donations to various Zoo programs.
II. Privacy Assessment

1. What information is being (or will be) collected.
Users are required to submit first and last names, address information, and their email address. They can also include a phone number. The billing process requires that they submit a credit card number and expiration date.
2. Why the information is being collected. 
The information is collected in order to process the donation and the credit card payment.
3. The intended use of the information.  
The information will be used to process donations to Zoo programs and events. Donor information can be retrieved via an online administration console. The console is password protected and hosted on a secure server. Credit card numbers are not stored by DIA.
4. With whom the information will be shared.
Donor information is entered into a FONZ membership database hosted by Blackbaud. The third-party provider, DIA will not share any personally identifiable information gathered from this form without the express consent of the users. Members of the FONZ membership and communications office have access to this information through the password protected DIA administrative console. 
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  
Donation forms have a link to the Zoo’s privacy policy. Donation forms allow users to opt out of any future DIA information sharing (in case there is a change in DIA policy) before they submit their donation.
Point of Contact:

Carlos D. Garza

Web Developer

Friends of the National Zoo

garzac@si.edu
6. How the information will be secured. 
Information submitted through these online forms is stored by a third-party vendor, Democracy in Action. DIA monitors systems daily and updates security patches as necessary on their servers. Robust and mature software systems on their web servers reduce the risk of virus infection, buffer overflows, Remote Procedure Call violations, and other means of website attack. Their backend database serves are fronted by top end firewalls and all external ports are locked down and monitored regularly.

The DIA administration console through which FONZ employees can access user information is password protected and located on a secure server.
