Privacy Impact Assessment (PIA)
I. System Identification

1. IT System Name: 
Customer Marketing Database 
2. IT System Sponsor:  Maria Montgomery
3. System Sponsor Unit: Smithsonian Enterprises (SE) 
4. IT System Manager: Grace Clark
5. PIA Author: Rajashree Naddoni
6. SI Unit Director or Designee:  Lisa Dunham
7. Date: July 15, 2008
Brief (one paragraph) description of the system:

Customer telephone numbers are collected by sales clerks at Retail Point of Sale (POS) and IMAX theatre systems at Smithsonian retail and museum stores. The phone numbers are batched and processed weekly through a Targus Network client desktop Application by the Technology Operations group. The Network client receives input values (i.e. 10- digit phone number), sends them to Targus Info via TCP/IP connection, and gets an instantaneous response with the address information for the phone numbers. The customer name and address information is appended to a text file and loaded into a SQL Server database which resides on a secure SQL Database server on a private (non-public) IP network.
II. Privacy Assessment

1. What information is being (or will be) collected. 
Sales Clerks requests customer for telephone number at POS. Customer declines or volunteers the phone number. A weekly batch process retrieves name and address information for these phone numbers and stores the information in a customer marketing database. 
2. Why the information is being collected. 
Customer telephone numbers are collected for marketing purposes. Customer volunteers the phone number or declines.
3. The intended use of the information.  
Customer marketing lists comprising of customer name and address are used to promote and sell Smithsonian products like Smithsonian Magazine subscriptions, Memberships and Catalogue.
4. With whom the information will be shared. 
The data is accessible by staff members from the SE Management Information Systems (MIS). Marketing lists are submitted to external marketing data providers via secure ftp periodically for mailing purposes.
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  
Customer telephone data collection is voluntary, customer volunteers the phone number or declines.  
6. How the information will be secured. 
-The customer marketing database resides on a secure SQL Database server which operates on a private (non-public) IP network in a secure data center. Access to customer marketing data and access to run Targus client software to retrieve name and address requires log-in and unique passwords. Marketing lists containing customer name and address are submitted to external data providers via secure ftp periodically. 

