Privacy Impact Assessment (PIA)
I. System Identification

1. IT System Name: Smithsonian and Air & Space Subscription Databases
2. IT System Sponsor: Andrea Sole, Fulfillment Director
3. System Sponsor Unit: Smithsonian Enterprises
4. IT System Manager: Andrea Sole
5. PIA Author: Andrea Sole
6. SI Unit Director or Designee:  Alan Chu
7. Date: 7/14/08
Brief (one paragraph) description of the system:

The Palm Coast Data system maintains all subscriber address and payment information, so as to generate magazine labels, membership cards, invoices, renewals and, to fulfill subscription premiums and list rental requests. 

II. Privacy Assessment

1. What information is being (or will be) collected. 
The customer’s name, address, credit card number, and date of birth are the privacy related types of information that are collected. The source of the information includes Web order/payments, in-bound telephone orders/payments, outside vendor files, and incoming letter mail. The system ensures the data is accurate using Industry standard edits and algorithms to ensure validity and accuracy.
2. Why the information is being collected. 
All information is gathered to successfully fulfill (generate labels for the magazines), invoice, and renew subscriptions to Smithsonian and Air & Space.  In the case of credit card numbers, they are given to us by the consumer.  The credit card number is maintained to pay for their membership, to generate a credit (should the member request a refund), and to pay for continuous renewals (if the member has elected this service).

3. The intended use of the information.  
It is intended to quickly and accurately fulfill orders and to carry out the wishes of our members.

While we share name, USPS address, and email addresses with other divisions (for marketing efforts), we do not make credit card information, nor phone numbers, available to anyone.

4. With whom the information will be shared. 

Credit Card information is sent to Nabanco, our credit card processor. Name and address are made available to other divisions within the Institution, as well as the magazines’ advertising and research staffs.  

Membership data can be accessed by the fulfillment house (Palm Coast Data) maintaining the information and, by the New York-based circulation department.  
Names and addresses are also occasionally made available to magazine advertisers and Museum Day participants.
Additionally name and address information is supplied to other vendor partners who assist us with list rental fulfillment and in building demographic editions of Smithsonian.

Access is via an assigned username and password.

Data is generally provided either on cartridge, disk or via Secure FTP.

5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  
Providing a Credit card number to purchase a subscription is voluntary. A subscriber can elect to pay by check thus fulfilling their obligation in lieu of providing a credit card. The credit card data is only shared with the pre approved authorized clearing house for authorization and posting. No other party has access to this data in any manner. Telephone Customer Service representatives can only access and provide the last four characters of the subscriber’s credit card number if a credit card was used for payment. The full credit card number is only accessible when it is required for making a refund, at the subscriber’s request. Palm Coast Data does not use the credit card information at any other time after it has been posted. 

The magazines’ privacy policy is stated clearly for customers subscribing via the website.  It is also included in each issue’s indicia.  Additionally, they can easily opt-out of email.
6. How the information will be secured. 
Subscriber records are maintained on Palm Coast Data’s mainframe based fulfillment system and access to the fulfillment system is secured by password protection and limited only to authorized users. All of Palm Coast Data’s computer systems and network are secured via a firewall, which is continuously monitored for attempts at intrusion. A subscriber record is maintained for three years after the magazine subscription is expired and then the record is deleted from Smithsonian’s subscriber database. All back up data for Palm Coast Data’s computer systems are kept off site by a third party vendor in a secured area. A SAS/70 audit of all IT systems and procedures is performed annually by an outside auditor.









