Privacy Impact Assessment (PIA)

I. System Identification

1. IT System Name:                
Activity Guide Request Form


2. IT System Sponsor:
Paul Shoop
3. System Sponsor Unit: 
FONZ DEEVS
4. IT System Manager
Paul Shoop
5. PIA Author
Carlos Garza

6. SI Unit Director or Designee:
Paul Shoop
7. Date
August 5, 2008
Brief (one paragraph) description of the system:

8. This is a form for requesting pdf copies of FONZ classroom activity guides. The guides are free and require the submission of some personal information to ensure delivery.
II. Privacy Assessment
1. What information is being (or will be) collected.

The only personally identifiably information collected on the form is the teacher name and teacher email. The form also collects school address and school phone number. 
2. Why the information is being collected. 
Name and email address is collected in order to send out copies of PDF activity guides to teachers who request them. Order information is stored on an Smithsonian Institution server.
School address information is collected for reporting purposes. Reports about classroom activity guide orders are accessed from a page on the Zoo’s website and do not contain any personally identifiable information.
3. The intended use of the information.  

Individuals submit the information in order to receive PDF versions of classroom activity guides. School address information is used to compile reports on the number guides ordered by state, zip code, and grade level. Personally identifiable information is not used in aggregate reports.
4. With whom the information will be shared. 

The information is not shared with anyone outside of the FONZ education office. 
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared. 
The classroom activity guide request form has prominent links to the Zoo’s privacy policy. 
Point of Contact:

Carlos D. Garza

Web Developer

Friends of the National Zoo

garzac@si.edu
6. How the information will be secured. 

The database system that holds information collected on this form is protected by the Smithsonian firewall and has current anti-virus software and patches are routinely applied. The server is in a physically secure data center where access is limited to authorized personnel. Logical access to the database is protected by limiting the number of accounts and strong password policies.

